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Topic: Agency-wide Policy

Transmitting (check the box that best applies):
<] New Policy [ ] Policy Change [ ] Policy Clarification [ ] Executive Letter
[ ] Administrative Rule [ | Manual Update [ ] Other:

Applies to (check all that apply):

X] All DHS employees [ ] County Mental Health Directors

[ ] Area Agencies on Aging [ ] Health Services

[ ] Children, Adults and Families [ ] Seniors and People with Disabilities

[ ] County DD Program Managers <] Other (please specify): DHS Managers

Policy/Rule Title: Privacy and Information Security Incident Respnse Policy
Policy/Rule Number(s): | AS-090-005 Version No: | 1.0
Effective Date: 9-15-04 Expiration: | N/A
References: Federal HIPAA Security Rule; DHS Privacy Policies

Web Address: http://www.dhs.state.or.us/policy/admin/security/090 005.htm

Discussion/Interpretation: This policy requires DHS to establish an incident response
team to handle privacy and information security incidents, requires staff to report
incidents and provides reporting procedures.

Implementation/Transition Instructions: Managers are expected to share this policy
with their staff and ensure they understand the procedures for reporting incidents.

Training/Communication Plan: This policy transmittal provides formal announcement
of the policy. No training is planned or required at this time. DHS staff can find
additional information about privacy and information security incidents on the Incident
Response page on the DHS Information Security Office Web site at
http://www.dhs.state.or.us/admin/info_security/index.html

Local/Branch Action Regquired: Report incidents as outlined in the Privacy and
Information Security Incident Reporting procedure that accompanies the policy.
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http://www.dhs.state.or.us/policy/admin/security/090_005_01.htm

Central Office Action Required: Provide policy clarification and technical assistance

as needed.

Field/Stakeholder review: [X] Yes

See attached list of reviewers

Filing Instructions: No paper copies are distributed for filing. DHS Agency-wide

policies are located on the DHS web site at http://www.dhs.state.or.us/policy/admin/

If you have any questions about this policy, contact:

Contact(s): | Janet Maksymiak
Phone: | 503-945-6815 Fax: | 503-947-5396
E-mail: '!anet.maksxmiak@state.or.us
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